
OT Cybersecurity made simple
Full visibility of your OT Systems in a centralized

location.
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Identify
Centralized management solution to help
manage IT and OT resources from a single
interface, using a simple interface that makes
your job easier

Evaluate
Find all valuable assets across the organization
that could be harmed by threats in a way that
can results in a monetary loss

Respond
Quickly act againts detected malicious threats
with the help of the an advanced Alert System

Report
Monitor all devices proactively to guarantee the
best practices defined are being enforced
throughout the plant

Copyright © 2021, ABEware and its affiliates. All rights reserved.

Detect
Analyze the entirety of your plant Ecosystem to
identify any malicious activities that could
compromise the network or the integrity of the
System

ABEGuardian helps users to identify, evaluate,
respond and report on software insecurities and

misconfigurations of endpoints.
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Multi Site Support
MANAG E  A L L  YOUR  S I T E S  F ROM  A  S I N G L E

L O C A T I ON ,  W I T H  A  F U L L  V I S U A L I Z A T I O N  O F

YOUR  A S S E T S  AND  T H R E A T S

Manage all Conditions
COND I T I O N S  C AN  B E  MANAG ED  L I K E  P ROC E S S  A L A RM S ,  W I T H

A C KNOW L EDG E ,  S H E L V E  AND  I G NOR E  C A P A B I L I T I E S .  S T A Y  ON  T O P  O F  A L L

E V EN T S  AND  MAK E  S U R E  NO TH I N G  I S  L E F T  B EH I ND
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Manage Vulnerability Exposure
DE T E C T  AND  MANAG E  VU L N E R A B I L I T I E S  A P P L I C A B L E  T O  DE V I C E S  I N  T H E

P ROC E S S  NE TWORK  B Y  C RO S S  R E F E R EN C I N G  N I S T . GOV ,  M I C RO SO F T  AND

V ENDOR  DA T A B A S E  I N F O RMA T I ON

Vulnerability Dashboard
MU L T I P L E  DA SHBOARD S  A V A I L A B L E  T O  K E E P  T H E  VU L N E R A B I L I T I E S  UNDER

CON T RO L  AND  F O CU S  ON  T H E  H I GH E R  R I S K  AND  L OWER  COMP L E X I T Y

T H R E A T S
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Condition Monitoring
MON I T O R  A L L  A C T I V E  COND I T I O N S ,  E V EN T S ,  P A T CH  MANAG EMEN T ,

AN T I V I R U S  DE F I N I T I O N ,  I N S T A L L E D  S O F TWAR E S  AND  MUCH  MORE

Compare Sites and Plants
COMPAR E  S I T E S  AND  P L AN T S  U S I N G  T H E  OV E R V I EW  C ARD S .

T H I S  I N C L UD E S  A  S UMMAR Y  O F  T H E  MOS T  I M POR T AN T

ME T R I C S  C A L C U L A T E D  B Y  AB EGUARD I A N
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GPO Monitoring
MAK E  S U R E  A L L  MACH I N E S  AR E  UP  T O

DA T E  W I T H  GROUP  PO L I C I E S  AND  T R A C K

AN Y  CHANG E S  T O  T H E  PO L I C I E S  A S  T H E Y

HA P P EN  T O  A VO I D  MA L I C I O U S  A C T I ON S

GO  UNNO T I C E D  F O R  T OO  L ONG

External Devices Management
T R A C K  U S B  E X T E RNA L  DE V I C E S  AND  S T O R AG E ,  F L A G  T H EM  A S  S A F E  OR

UN S A F E  AND  C R E A T E  A L E R T S  WHEN  UNKNOWN  OR  UN S A F E  DE V I C E S  AR E

P L UGG ED  I N  T H E  NE TWORK
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Inventory Management
D I S CO V E R  A V A I L A B L E  I T  AND  O T  DE V I C E S ,  V ENDOR ,  MODE L ,  F I RMWAR E ,

R E V I S I O N  AND  S T A T U S .  DE T E C T  DE V I C E S  NO T  RUNN I N G  P RO P E R L Y  AND

W I T H  P END I N G  UPDA T E S

Multi Vendor
Support
AB EGUARD I A N  S U P POR T S  S CHN E I D E R

FO X BORO ,  HONE YWE L L  E X P E R I ON  AND

EMER SON  DE L T A - V  S Y S T EM S ,  B E S I D E S

MAN Y  MORE  O T  S Y S T EM S .
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Credential Monitoring
Monitor all logins, log outs, failed login attempts,
current users logged in, all credential properties,
locked accounts and expired passwords

File Tracking
Select folders and file types to track. Monitor
changes, deleted and created files on chosen
devices

Hardware Management
Monitor CPUs, Motherboard, Memory, Hard disk
of all Assets and detect unusual behaviors

Security Monitoring
Track Firewall Settings and rules as well as
Antivirus configuration (including Windows
Defender), detected threats and much more
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Services and Process Monitoring
Monitor and Track changes in Windows Services
and Processes to detect unwanted changes and
unauthorized processes running

Other features:

Query Tool
Create queries across the whole system in a
centralized location. This allows users to expand
the capabilities of ABEGuardian beyond existing
features (secure RESTfull API available for
sharing date to other applications)
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OT Cybersecurity made simple
Full visibility of your OT Systems in a centralized

location.


