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ABEware

ABEGuardian helps users to identify, evaluate,
respond and report on software insecurities and
misconfigurations of endpoints.

Identify

Evaluate

Detect

Respond

Report
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Multi Site Support

MANAGE ALL YOUR SITES FROM A SINGLE
LOCATION, WITH A FULL VISUALIZATION OF
YOUR ASSETS AND THREATS
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Priority Details Category Shelved Ignored

Type Device Name Device Type Condition Date Condition
A WIN-MILBSLAFRNS Computers 2021-02-25 04:24:51 EST Process Mot Running on Device
l IASERIES. local Domains 2021-02-24 07:17:45 EST Locked Users
A LAPTOP-PSHFK182 Computers 2021-02-21 08:14:43 EST Users with Password set to never expire
A WIN-MILBSLAFRNS Computers 2021-02-25 04:14:29 EST Service Not Running on Device
A LAPTOP-PSHFK182 Computers 2021-02-24 05:37:27 EST Devices not Syncronizing with NTP
N LAPTOP-PSHFK182 Computers 2021-02-24 08:23:16 EST Unsafe USB Device
| LAPTOP-PSHFK182 Computers 2021-02-24 08:23:16 EST Unsafe USB Device

"Entity":"abc"
"Status":"Mot Running"

"Entity":"krbtgt"
"Source":"ActiveDirectory”
"Account Locked Out":"True"

"Entity":"ricar"

"Source":"MicrosoftAccount”

"Password Expires":"1970-01-01 00:00:00"
"Password Mever Expires":null

"Entity":"teamviewer2"

"Status":"Mot Running"

"Entity":"time. nist.gov, 0x9"

"Root Delay":"0.0000000s"

"Last Successful Sync Time":"2021-02-25 21:44:39"

"Name":"USB Composite Device"

"Type":"USBTRACK"
"Entity":"USB\VID_0451&PID_3421\8DFF599107930836"
"Vendor":"Texas Instruments, Inc."
"Product":"Unknown"

"Mame":"USB Composite Device"

"Type":"USBTRACK"
"Entity":"USB\VID_046D&PID_C539\5&3A5E17B4&081"
"Vender":"Legitech, Inc."

"Product":"Unknown"
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"Name":"USB Mass Storage Device"
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Manage all Conditions

CONDITIONS CAN BE MANAGED LIKE PROCESS ALARMS, WITH

ACKNOWLEDGE, SHELVE AND
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IGNORE CAPABILITIES. STAY ON TOP OF ALL

EVENTS AND MAKE SURE NOTHING IS LEFT BEHIND
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l Diagram
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III Reports

Q Query Tool

% Configuration

ﬁ About

*4 ABEware

ABEware ABEGuardian

Asset Tree

~ - u* Monitored Assets

v

v

» -%* Computers
> %= Network

* Hardware
-s* Processors
-%* BIOS

-2= Logical Drives
-2* Memory Modules

-2 Metwork Connections
-s* USB Devices
* Security

-%* Firewall Rules
-2 windows Defender Status
-%* Windows Defender Threats

-u= File Changes
-s" GPOs
-2* Applied GPO Policies

<%= User Logon Activities
-'s" USB Activities
-%* Reboots and Shutdowns

* Software
-2* Installed Applications
-%* Running Processes

-%" Services
-2 Shared Folders
-2 Windows Information

* Windows Updates
-= Applied

Manage Vulnerability Exposure

IN THE
PROCESS NETWORK BY CROSS REFERENCING NIST.GOV, MICROSOFT AND
VENDOR DATABASE

DETECT AND MANAGE VULNERABILITIES APPLICABLE TO DEVICES

Windows Version

INFORMATION

System Boot Time

Total Physical Memory|Zone

Last Update

Release End Date

] WIN-MILBSLAFRNS Microsoft Windows Server 2016 Standard (10.0.14393 N/A Build 14393) 12/8/2020 6:20:50 AM 2,014 MB

Honeywell DCS 12/11/2020 1:45:10 PM

1/12/2027

* DCS/PLC Devices

L] LAPTOP-PSHFK182 Microsoft Windows 10 Pro (10.0.19041 NfA Build 19041)

12/7/2020 9:37:09 AM 16,223 MB Foxboro DCS System 12/7/2020 4:55:10 PM

12/14/2021 ‘

* Motherboards
* Disk Drives

= Memory Usage

* Network Adapters

* Firewall Status

= Antivirus

* Local Users

* Local Group Members

* Vulnerabilities

* Scheduled Tasks

* Virtualization

* Pending

Vulnerability Dashboard

MULTIPLE DASHBOARDS AVAILABLE TO KEEP THE VULNERABILITIES UNDER
CONTROL AND FOCUS ON THE HIGHER RISK AND LOWER COMPLEXITY
THREATS

ABEware ABEGuaydion

'ﬁ Home

| | "
{ 1 Diagram

' Assets

e. Dashboard
@ Track Changes
)

@ Conditions

II. Reports

Q Query Tool
% Configuration
i@i Update Status
o Help

ﬁ About

Dashboard

LAPTOP-PSHFK182

Domain:

Systemn Manufacturer:
System Model:

Serial Number:

BIOS Version:
Systemn Locale:

Firewall and Security
Summary Hardware

Shared Folders GPOs File Changes Logon History Reboots and Shutdowns

Running Processes

Apply

USB Devices and Activities

Scheduled Tasks

= [} X
O —
g -0
Lucas 8 =
Virtualization Custom Fields

Network Adapters and Connections

Installed Apps Hot Fixes Applied Pending Windows Updates Users and Groups Services
Microsoft Windows 10 Pro Criticality:
WORKGROUP 0S Version: 10.0.19041 N/A Build 19041 Release ID: 2004 Disk Usage:
LENOVO Installed: 9/12/2020 1:23:55 FM
20KHO02HUS Windows Product Key: HIFQMN-PW426-YMGYG-B8QQE-MKMP2 | s =
PF18RZSC Windows Product ID: 00330-51179-97557-AA0EM

LENOVO N23ET73W (1.48 ), 4/30/2020
en-us;English (United States)

Processor Type: 1 Processor(s) Installed.,[01]: Intela4 Family
6 Model 142 Stepping 10 GenuineIntel ~1910

Mhz

|Type |Drive Name|Percentage Usage

|Size |Tnta| Read |Total Write |File System

952 GB 100452808 K 99923872 K NTFS

Time Zone: (UTC-05:00) Eastern Time (US _Canada)
NTP Server: Processor Name: Intel(R) Core(TM) i7-8650U CPU @ 1.90GHz
NTP Last Sync Windows Directory: C:AWINDOWS
NTP Offset (seconds): Release End Date: 12/14/2021
Logged Users: Vulnerabilities: [Jshow cvssvz instead
‘Type |User|State |Id|e Time|Logon Time Session Name Installed Apps: 379 |Severity‘CVE Product |Base|Impact|Epr0itabiIity|KB ‘URL bt
Hotfixes Installed: 245
ricar Active none 12/7/2020 9:45:00 AM console . CVE-2020-17090 Windows 10 Version 2004 for x64-based Systems 9.8 5.9 3.9 KB4586781 http:
L Pending Updates: 2
. CVE-2020-17040 Windows 10 Version 2004 for x64-based Systems 9.8 5.9 3.9 KB4586781 htfp:
Vulnerabilities: Critical: 2
High: 361 CVE-2020-0763 Windows 10 Version 2004 for x64-based Systems 7.8 5.9 1.8 KB4557957 http:
Medium: 98
CVE-2020-0915 Windows 10 Version 2004 for x64-based Systems 7.8 5.9 1.8 KB4557957 hitp:
CPU Usage: 33.6% - Total Cores: 8 - Physical Cores: 4 CVE-2020-0916 Windows 10 Version 2004 for x64-based Systems 7.8 5.9 1.8 KB4557957 http:
M U : 77.6%
emory ’sage CVE-2020-0986 Windows 10 Version 2004 for x64-based Systems 7.8 5.9 1.8 KB4557957 http:
Network Traffic: Bytes Sent: 278894071
Bytes Received: 3675265638 CVE-2020-1334 Windows 10 Version 2004 for x64-based Systems 7.8 5.9 1.8 KB4557957 http:
CVE-2020-1196 Windows 10 Version 2004 for x64-based Systems 7.8 5.9 1.8 KB4557957 hitp:
CVE-2020-1197 Windows 10 Version 2004 for x64-based Systems 7.8 5.9 1.8 KB4557957 http:
CVE-2020-1199 Windows 10 Version 2004 for x64-based Systems 7.8 5.9 1.8 KB4557957 hitp:
CVE-2020-1201 Windows 10 Version 2004 for x64-based Systems 7.8 5.9 1.8 KB4557957 http:
CVE-2020-1202 Windows 10 Version 2004 for x64-based Systems 7.8 5.9 1.8 KB4557957 hitp:
CVE-2020-1203 Windows 10 Version 2004 for x64-based Systems 7.8 5.9 1.8 KB4557957 http:
CVE-2020-1204 Windows 10 Version 2004 for x64-based Systems 7.1 5.2 1.8 KB4557957 hitp:
CVE-2020-1206 Windows 10 Version 2004 for x64-based Systems 7.5 3.6 3.9 KB4557957 http:
CVE-2020-1207 Windows 10 Version 2004 for x64-based Systems 7.8 5.9 1.8 KB4557957 http:
CVE-2020-1208 Windows 10 Version 2004 for x64-based Systems 7.8 5.9 1.8 KB4557957 http:

Administrator & =

. e my
Select Dashboard: |Vu|nerab|l|ty ~ Vu|nerab|||t|es Dashboard [] Export all Dashboards =]
-~
Total Vulnerabilities Vulnerabilities per Score Attack Vector Criticality
Critica nigh Lo Type Attack Vector Severity Count
4407 69 3027 1269 42 I
ﬁ MNETWORK HIGH 1068
. ﬁ LOCAL MEDIUM 784
Vulnerability per Score per Day -
ﬁ METWORK MEDIUM 413
=2 Low [ Medium [ High [ il Critical F
() NETWORK CRITICAL 67
4,500
F_\ ADJACENT _MNETWORK MEDIUM 61
3,500 ﬁ ADIACENT _MNETWORK HIGH 47
3,000 ﬁ NETWORK Low 21
2,500
ﬁ LOCAL Low 19
1 500 T ﬁ PHYSICAL MEDIUM 11
F_\ ADJACENT_NETWORK LOwW 2
ﬁ ADIACENT _MNETWORK CRITICAL 2
202172021  2/21/2021 20222021 202202021 20232021 22302021  2/24/2021  2024/2021 202502021 202512021 2
Integrity Impact Confidentiality Impact Availability Impact Attack Complexity
HIGH 69.93 9¢ Y
o HIGH 73.47 % HIGH 22.19 %
HIGH 86.18 %
NONE .53 %
MONE 27.29 % LOW 4.28 % NONE 24.94 % LOW 77.81 5%
LOW 28 v LOW 1.59 %
List of Vulnerabilities
Severity Device Name CVE Product Base Score  Impact Score  Exploitability Score Integrity Confidentiality — Awvailability Complexity Attack Vector &
. LAPTOP-PSHFK182 CVE-2021-1694 Windows 10 Version 2004 for x64-based Systems 9.8 5.9 3.9 HIGH HIGH HIGH NETWORK
. LAPTOP-PSHFK182 CVE-2020-17095  Windows 10 Version 2004 for x64-based Systems 9.9 6.0 3.1 HIGH HIGH HIGH NETWORK
@ ieToppsHRKiA?  CVE2020-17090  Windaws 10 Version 2004 for 64-hased Systems %) 54 349 HIGH HIGH HIGH NETWORK b
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Condition Monitoring

MONITOR ALL ACTIVE CONDITIONS, EVENTS, PATCH MANAGEMENT,
ANTIVIRUS DEFINITION,

INSTALLED SOFTWARES AND MUCH MORE

A4 ABEware
ABEware ABEGuardian Administrator 2
)\ Dashboard
h Home
. - - @
M 0igram enn i (O v Active Conditions Dashboard Oexport all Dashboards Ty
[ ]
-~
T Assets
‘-‘ Dashboard Total Conditions Conditions per Priority Conditions per Type
@ Track Changes Trert
e 27 15 6
@ Conditions
lll Reports
Conditions per Priority per Day
Q Query Tool Hardware Monitoring 32.69 %
[ Priority 3 [v Priority2 [# Priority 1
% Configuration
28 Authentication 13.38 %
;@E Update Status 26
= 24
Q- =
20
ﬁ About 18
18 Security 23.08 %
14 Windows Features 26.92 %
12
10 Watchdog 1.32 %
8
8
4
2
0
201812021 2/18/2021 21202021 2/21/2021 2/22/2021 2/23/2021 272412021 2/25/2021 2/28/2021 212712021 212812021
List of Conditions
Type Device Name Device Type I 4 ABEware
- . L. Bam
A LAPTOP-PSHFK182 Computers 21 ABEware ABEGuardian Administrator 8 _-oo_-
/'\ Dashboard
A LAPTOP-PSHFK182 Computers 21 h Home
. 3 s
™ Diagram Select Dashboard: |ERLEE v Installed Software Dashboard [ Expart all Dashboards LE'I
[ 1]
A LAFTOP-PSHFK182 Computers 2 )
' Assets
“‘ Dashboard Total Installed Software Installed Software by Day
A LAFTOP-PSHFK182 Computers 2
@ Track Changes 7
S 0 8 &8
A LAPTOP-PSHFK182 Computers 20 D Conditions I 5
55
Reports
i h Unique Installed Softwar i
LAFTOP-PSHFK182 Computers 2 nique Installe oftware 45
Query Tool
4
% Configuration 3 9 8 35
_ 3
E@E Update Status 25
2
o Help Software by Vendor 15
1
ﬁ About Type  Vendor Count » .
u.. Microsoft Corporation 217 )
B 12/5/2020 121212020 12/19/2020 12/26/2020 17212021 11912021 11672021 112312021 173012021 24612021 211372021 2/20/2021 272712021
9 hon Software Foundation 16
&y P
% Intel Corporation 12 i ’ i sl .
oy P Most Common Publishers Unique Versions Least Common Softwares
4 ABEware 12 T"E Software Name Count » Type Software Name Count *
10 —'I Application Verifier x64 External Package 2 E{[_ 1
: 8 | FileZila Client 2 e ABEGuardian version 1
ABE ware ABEGWM Microsoft Corporation 53.19 % E-] =‘¢'
7 3 Intel(R) Management Engine Components 2 o Active Directory Authentication Library for SQL Server 1
Y, g = . =
/h\ Home Dashboard 6 3 MatrikenOPC Analyzer 2 gy ActivePython 3.7.4 Build 0000 (5¢4-bit) 1
5 3 Microsoft .NET Framework 1.1 2 = Adobe Acrobat Reader DC 1
. Select Dashboard: |m w = e
;.1. Dlagram 5 3 MSI Development Tools 2 2 Adobe Bridge CC 2018 1
4 Other Vendors 46.81 % [y UE4 Prerequisites (x64) 2 ::[_ Adobe Creative Cloud 1
l Assets 4 3 Windows SDK EULA 2 ::[_ Adobe Lightroom CC 1
. 3 v 4 Windows SDK Signing Tools 2 v =_ﬁ_ Adobe Lightroom Classic CC 1 v
‘-‘ Dashboard Oalk Hill LLC
IT Devices OT Devices Installed Software List
Track Changes o
o 3 6 6 Version Vendor Install Date Criticality ~ Zone Plant Site ~
[
:::@ Conditions 1.0.0.1 ABEware Solutions 2021-02-21 12:00:00 EST 4 Foxboro DCS Mewton Refinery Hartman
r SQL Server 15.0.1300.359 Microsoft Corporation 2020-01-31 12:00:00 EST 4 Foxboro DCS Mewton Refinery Hartman
.II Reports 3.7.4.0000 ActiveState Inc. 2020-06-05 12:00:00 EDT 4 Foxboro DCS ~ Mewton Refinery Hartman
W
High High
C)\ Query Tool
Medium Low Medium
Critical Low

H N
27

Conditions

50%

Devices Patched

0%

Antivirus Update

_HN
4407

Vulnerabilities

100%

Windows LifeCycle

Compare Sites and Plants

COMPARE SITES AND PLANTS USING THE OVERVIEW CARDS.

THIS

INCLUDES A SUMMARY OF THE MOST

IMPORTANT

METRICS CALCULATED BY ABEGUARDIAN

Copyright © 2021, ABEware and its affiliates. All rights reserved.
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&4 ABEware

7“\ Home

rilh
HEE

T Assets

G Dashboard

@ Track Changes

I
® Conditions
.I. Reports

Q Query Tool
% Configuration
i@i Update Status
e Help

ﬁ About

Diagram

External Devices Management

TRACK USB EXTERNAL DEVICES AND STORAGE, FLAG THEM AS SAFE OR
UNSAFE AND CREATE ALERTS WHEN UNKNOWN OR UNSAFE DEVICES ARE

ABEware ABEGuardian

Asset Tree
~ - 3" Monitored Assets

v = Computers

* Servers
2" Workstations
= Network

* Domains

. b ® Switches
%" DCS/PLC Devices
* Controllers

= 10 Cards

= Other Devices
* Workstations

i " Switches
w3 Hardware

- =" Processors
-'=® BIOS
Motherboards
Disk Drives

Logical Drives

Memory Modules

Memory Usage
Network Adapters
Network Connections
- '« USB Devices

v - " Security
-'s* Firewall Status

Firewall Rules

Windows Defender Status

Windows Defender Threats

Antivirus

File Changes

-'«* GFOs

Applied GPO Policies
Local Users

Local Group Members

User Logon Activities
USB Activities

Reboots and Shutdowns

-s* Vulnerabilities
w3 Software

-%* Installed Applications
- =" Running Processes
-=* Scheduled Tasks
-'a" Services

-s* Shared Folders

- %* Windows Information

-e* Virtualization
w3 Windows Updates

L. 2e Annliad

T T T T T T T T T T L T T W o T T T e T T L e T e LN T Ly LI E Y T I L r T I T X T T XX XTI YT TIIN]

Windows Version

PLUGGED

System Boot Time

IN THE NETWORK

Total Physical Memory|Zone

Last Update Release End Date

.= LAPTOP-PSHFK182 Microsoft Windows 10 Pro (10.0.19041 N/A Build 19041) 2021-02-21 07:02:32 16,223 MB

Foxboro DCS

2021-02-25 11:02:56 2021-12-14

T T T T T T L L T L T L T L L T T L L T L LT LT LT LT T T L LTI L LT LT LT LT LT LTS T T T T T T T T L T D T T D T L L T T T T L T T LT T E L LT LT LT LTI LT LT T L LTI

Summary Hardware Installed Apps Hot Fixes Applied Pending Windows Updates Users and Groups Services Running Processes Scheduled Tasks
Firewall and Security Shared Folders GPOs File Changes Logon History Reboots and Shutdowns i USB Devices and Activities
Connected USB Devices:
|Type |Name |Pr0duct Vendor |Status|Descripti0n |Device 1D |Secure Device|
#< -+ Realtek USB 3.0 Card Reader Unknown Realtek Semiconductor Corp. OK Realtek USB 3.0 Card Reader USB\VID_0BDA&PID_0328\28203008282014000 '@
*<,+ 1USB Composite Device G413 Gaming Keyboard Logitech, Inc. oK USB Composite Device USB\VID_046D&PID_C33A\028537713235 '@
*< -+ Generic USB Hub TUSBS041 4-Port Hub Texas Instruments, Inc. 0K Generic USB Hub USB\VID_0451&PID_8142\MSFT20140100716C84 '@
*,+ 1JSB Root Hub (USB 3.0) Generic Internal USB Root Hub OK  USB Root Hub (USB 3.0) USB\ROOT_HUB30\7&3D7FF29&1&0 'rﬂ
< USB Composite Device Unknown Acer, Inc 0K USB Composite Device USB\VID_5986&PID_2115\5&3A5E17B4&0&3 'rﬂ
USB Activity:
|T',rpe |Operat|0n |Datetlme Name Product Vendor |Status|Descr|pt|0n |De\f|ce D |Secure Dewce|
=
+<E* Disconnected 2021-02-25 09:02:58 USB Mass Storage Device Survivor Stealth Flash Drive Corsair oK USB Mass Storage Device USB\VID_1B1C&PID_1A0A\07083A03BA1BIF43 ﬁ
=
o x Disconnected 2021-02-25 09:02:58 USB Composite Device Unknown Texas Instruments, Inc. OK USB Composite Device USB\VID_0451&PID_3421\8DFF599107930836 ﬂ
- x Disconnected 2021-02-25 09:02:58 Generic USB Hub TUSB8041 4-Port Hub Texas Instruments, Inc. OK Generic USB Hub USB\VID_0451&PID_8142\MSFT20140100716C84 '@
o x Disconnected 2021-02-25 09:02:58 USB Composite Device G413 Gaming Keyboard Logitech, Inc. oK USB Composite Device USB\VID_046D&PID_C33A\028537713235 'g
=
- ¢ Connected  2021-02-25 09:02:42 USB Mass Storage Device Survivor Stealth Flash Drive Corsair oK USB Mass Storage Device USB\VID_1B1C&PID_1A0A\07083A03BA1BIF43 ﬁ
b ¢ Connected 2021-02-25 09:02:42 Generic USB Hub TUSB8041 4-Port Hub Texas Instruments, Inc. OK Generic USB Hub USB\VID_0451&PID_8142\MSFT20140100716C84 '@
= ¢ Connected  2021-02-25 09:02:42 USB Composite Device G413 Gaming Keyboard Logitech, Inc. oK USB Composite Device USB\VID_046D&PID_C33A\028537713235 '@
=
- ¢ Connected 2021-02-25 09:02:42 USB Composite Device Unknown Texas Instruments, Inc. OK USB Composite Device USB\VID_0451&PID_3421\8DFF599107930836 ﬂ
— ¢ Connected 2021-02-25 09:02:38 Generic USB Hub TUSB8041 4-Port Hub Texas Instruments, Inc. OK Generic USB Hub USB\VID_0451&PID_8142\MSFT20140100716C84 '@
o ¢ Connected  2021-02-25 09:02:38 USB Composite Device G413 Gaming Keyboard Logitech, Inc. oK USB Composite Device USB\VID_046D&FID_C33A\028537713233 '@
=
— ¢ Connected 2021-02-25 09:02:38 USB Composite Device Unknown Texas Instruments, Inc. OK USB Composite Device USB\VID_0451&PID_3421\8DFF599107930836 ﬂ
=
- ', Connected  2021-02-25 09:02:38 USB Mass Storage Device Survivor Stealth Flash Drive Corsair oK USB Mass Storage Device USB\VID_1B1C&PID_1A0A\07083A03BA1BIF43 ﬁ

Virtualization

Administrator

Network Adapters and Connections
Custom Fields

@ Mark USB as Secure

€D Mark USB as Unsecure

D]

® wark USB as Secure

€3 Mark USB as Unsecure

O X

A =

GPO Monitoring

MAKE SURE ALL MACHINES ARE UP TO
DATE WITH GROUP POLICIES AND TRACK
ANY CHANGES TO THE POLICIES AS THEY

HAPPEN TO AVOID MALICIOUS ACTIONS
GO UNNOTICED FOR TOO LONG

4 AREware

;h\ Home

il
[ 1]

T Assets

‘.‘ Dashboard

@ Track Changes
(I

@ Conditions

III Reports

Q Query Tool

ABEware ABEGuardion

Diagram

W
% Configuration
i = Update Status
Q =
ﬁ About
W -
W -

w - u* Monitored Assets

LY

Asset Tree

* Computers

..... * Servers

----- * Workstations
* Network

----- * Switches

* DCS/PLC Devices
----- * Controllers

----- * 10 Cards

----- * Other Devices
----- * Workstations

----- * Switches

* Hardware

* Processors

* BIOS

* Motherboards

* Disk Drives

* Logical Drives

* Memory Modules

* Memory Usage

* Network Adapters

* Network Connections

* USB Devices

- 'a* Security

* Firewall Status
* Firewall Rules
* Windows Defender Status
* Windows Defender Threats
= Antivirus
* File Changes
* GPOs
* Applied GPO Policies
* Local Users
* Local Group Members
* User Logon Activities
* USB Activities
* Reboots and Shutdowns
* Vulnerabilities
Software
* Installed Applications
* Running Processes
* Scheduled Tasks
* Services
* Shared Folders
* Windows Information

* Virtualization

w2 Windows Updates

= _Annliad

Asset Details

Type |Device Name |Zone Last Update

IASERIES.local Foxboro DCS 2021-02-22 10:02:27

| TreIer TreIeeT TreIeeT TreIeeT

Summary Demain Users and Groups GFOs

= Scope : User (Count = 1)
+| Policy Type : Registry (Count = 1)

"Settinghumber":"7"

Copyright © 2021, ABEware and its affiliates. All rights reserved.

GPOs Details:
|T',.rpe |GPO Name |Gr0up |Owner Filter Name|Filter Description |User Enabled|Computer ¢
ﬁ'n Default Domain Policy IASERIES\Domain Admins IASERIES\Domain Admins true true
{:’“ Default Domain Controllers Policy TASERIES\Domain Admins IASERIES\Domain Admins true true
'l}# TestGPO IASERIES\Domain Admins IASERIES\Domain Admins true true
GPO Policies:
Type |POIicy Sub Type |POIicy' Ttem Policy Details
+| GPO Name : Default Domain Controllers Policy (Count = 32)
=I GPO Name : Default Domain Policy (Count = 21)
- Scope : Computer (Count = 21)
+| Policy Type : Permissions (Count = 3)
+| Policy Type : Public Key (Count = 3)
+| Policy Type : Security (Count = 15)
-| GPO Mame : TestGPO (Count = 10)
= Scope : Computer (Count = 9)
+| Policy Type : Permissions (Count = 7)
{= Policy Type : Security (Count = 2)
. "Log":"Security"
t;]_ EventlLog "AuditLogRetentionPeriod” "Name":"AuditLogRetentionPeriod"
- "SettingNumber":"1"
o "Log":"Security"
Q EventLog "RetentionDays" "Name":"RetentionDays"
[
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4 ABEware

"
/h\ Home
| .
ﬁil Diagram

T Assets

e. Dashboard

@ Track Changes

@ Conditions
lll Reports

Q Query Tool
% Configuration
i@i Update Status
e Help

ﬁ About

ABEware ABEGuardian

Dashboard

Select Dashboard: m

Inventory Management

DISCOVER AVAILABLE
REVISION AND STATUS. DETECT DEVICES NOT RUNNING PROPERLY AND
WITH PENDING UPDATES

Inventory Dashboard

IT AND OT DEVICES, VENDOR, MODEL, FIRMWARE,

[]Export all Dashbo

[FuF |
ards =]

Total IT Devices

2

Total OT Devices

66

Total VMs

6

Operational System per Version

MicrosoftWindows 10 Pro

MicrosoftWindows Server 2016 Standard

Computer Hardware Details

Memory Hard Disk

Microsoft 50 % Corsair 33.33 %

SAMSUNG 33.33 %

Samsun Virtual 33.33 %

[t=]
L
=1
]

=]

LENOVO

Computer Vendors

Microsoft Corporation

Controllers

Control Proc 280 44.44 %

Fld Ctl Proc270 44.44 %

Z Ctl Proc270 11.11 %

OT Hardware Types

1/0 Cards

FBM 204 | 4AI/AD 5.88 %
FBM 207 | 16D 8.82 %

FBM 201 | 8AI 8.82 %

FBM 0 14.71 %

FBM 214 32.35 %
Other 10s 11.76 %

FBM 7 11.76 %
FBM 233 5.88 %

Schneider Electric 100

4 ABEware

?h\ Home

rilhy
HEN

T Assets

“" Dashboard

@ Track Changes

I
@ Conditions
lll Reports

Q Query Tool
% Configuration
i@i Update Status
e Help

ﬁ About

Diagram

ABEware ABEGuardion

Asset Tree

LY

LY

LV

= Monitored Assets

* Computers
-a* Servers
* Workstations

" Switches

v i® DCS/PLC Devices
Lo Controllers

= 10 Cards

* Other Devices
* Workstations

e 2" Switches

* Hardware

..... * Processors

----- * BIOS

----- * Motherboards

----- * Disk Drives

----- * Logical Drives

..... * Memory Modules
..... * Memory Usage

----- * Network Adapters
----- * Network Connections
----- * USB Devices

- " Security

----- * Firewall Status

----- * Firewall Rules

----- * Windows Defender Status
----- * Windows Defender Threats
----- = Antivirus

----- * File Changes

----- * GPOs

----- * Applied GPO Policies

----- * Local Users

----- * Local Group Members

----- * User Logon Activities

----- * USB Activities

----- * Reboots and Shutdowns

----- * Vulnerabilities

- o Software

----- * Installed Applications
----- * Running Processes
----- * Scheduled Tasks

----- * Services

----- * Shared Folders

----- * Windows Information

----- * Virtualization
* Windows Updates

. = Annliad

Asset Details

ogo |Vendor

Device Name Type

Model Status Main |Status Backup|Firmware M u I t I v e n d o I

g Schneider Electric

g Schneider Electric

FARRAH
Control Proc 280

Device Details

ASHLEY Controller Control Proc 280 Off Off
g Schneider Electric BROOKE Controller Control Proc 280 Off Off 11
g Schneider Electric ELOISE Controller Control Proc 280 Off off 11
g Schneider Electric FARRAH Controller Control Proc 280 On Off 092028
g Schneider Electric ALEXIS Controller Fid Ctl Proc270 Off Off
g Schneider Electric JASMIN Controller Fid Ctl Proc270 On Off 920041
g Schneider Electric ROXANN Controller Fld Ctl Proc270 Off Off 20111
SEREMA Controller Fld Ct Proc270 Off Off 20111

Parameter

Value

|»

@HOST STATION
@SYSMON NAME
ALARMING STATE
CABLE STATE

i| |DIAG STATE
DOWNLOAD STATE
EE UPDATE STATE
FAIL ACK STATE
FAIL DEV ACK

§ |FALL DEV ATT

i |FAL STATE

FT STATE

MT REPORT STATE
PRIM EEPROM REV
PRIM HARD DATE

i |PRIM HARD PART

i |PRIM HARD REV

! | PRIM ROM ADDRESS
PRIMARY MODE

RUN MODE

SELF HOSTING

| |SHAD EEFROM REV
| |SHAD HARD DATE

i |SHAD HARD PART
SHAD HARD REV
SHAD MODE

SHAD ROM ADDRESS
SM REPORT STATE
STATION ADDRESS

FARRAH

ISMON1

Enabled

Both Cables Okay
Mot Active

Not Downloading
Not Updating
Acknowledged
Acknowledged
Yes

Mot Failed
Operational
Sync_Not_Config
092028

1434

RHO24YA

CF
00006C2E1398
Married Prim

On Line

Mot Enabled
092028

1430

RHOZ24YA

CE

Married Shad i
00006C2E0G3F
Report All
00006CC0008A  [¥]
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Support

ABEGUARDIAN SUPPORTS SCHNEIDER
FOXBORO, HONEYWELL EXPERION AND
EMERSON DELTA-V SYSTEMS, BESIDES
MANY MORE OT SYSTEMS.

ABE

STRATEGIC AUTOMATION SERVICES
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ABEware

Other features:

Credential Monitoring

File Tracking

Services and Process Monitoring

Hardware Management

Query Tool

Security Monitoring

TTTTTTTTTTTTTTTTTTTTTTTTTTT

Copyright © 2021, ABEware and its affiliates. All rights reserved.


christinejung
logo



ABEware

ABEGuardean

OT Cybersecurity made simple

TALK TO US

+] 281 945 8900
WWW.Sas-web.com
info@sas-web.com
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STRATEGIC AUTOMATION SERVICES
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